Advanced Electronics Technologies:
Challenges for Radiation Effects
Testing, Modeling, and Mitigation

Outline il

« Emerging Electronics Technologies
— Changes in the commercial semiconductor worid
+ Radiation Effects Sources
— A sample test constraint
+ Challenges to Radiation Testing and Modeling
- IC Attributes — Radiation Effects Implications
~ Fault Isolation
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Are you prepared for
what lurks below 130nm?

@/ Changes in the Electronics World A

s Over the past decade plus, much has changed
in the semiconductor world. Among the rapid
changes are:

— Scaling of technology
* Increased gate/cell density per unit area (as
well as power and thermal densities) ——*
. ?I:avr;ges in power supply and logic voltages
<
— Reduced electrical margins within a single IC
« Increased device complexity, # of gates, and
+ Speeds to >> GHz (CMOS, SiGe, InP...)
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@/ Mainstream digital - CMOS scaling W

Semiconductor Roadmap  'edm¢
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“Moore’s Law” continues to drive semiconductor roadmap
e ~ 30% reduction in transistor size with each new technology
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@/ Changing Materials for
Mainstream CMOS

~9% ~2006-2010

Polysiicon Gate =———> Metal Gate
Si0; Gate Insulator ==———> High k Insulator

SIO; Interlevel Dielectric =———">Low k (organic, aerogel)
Silicon Channel s——"~, Strained Channel (SiGe)

Co or Ni Silicide

Ti Silicide ;
High k (ferroelectric?)

$i0, DRAM Capacitor

= >
>

Aluminum Interconnect =———>> Cu (followed by optical?)

Silicon Substrate Silicon on insulator (SOI)

Changes in IC Attributes

vs. Radiation Effects

Presented by Kenneth LaBel at Space Environment Effects Working Group, El Segundo, CA — Nov. 1-3, 2005



@/ Total lonizing Dose — DT
Summary trends

s Deep sub-micron (<0.25um) CMOS
basic structures have shown

increasing tolerance to TID (thinner ...
oxides)

~ >100 krad(Si)

‘a
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Typical Ground Sources for
Space Radiation Effects Testing

¢ lIssue: TID
— Co-60 (gamma), X-rays,
Proton
« Issue: Displacement
Damage
- Proton, neutron, electron

<— TID is typically a local source with nearby ATE.
All others require travel and shipping
- A constraint for how testing is done. |.
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Radiation Test Challenge — =5l
Fault Isolation

* Issue: understanding what
within the device is causing fault
or failure.

Identification of a sensitive

node.

Technology complications [ T N O, S W
BBy b ot
== |
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Fault Isolation —(2)

* Example: SRAM-based
reprogrammable FPGA-
measuring sensitivity of user-

defined circuit el v R ey L SRR T X
- SEE in configuration area = t s
corrupts user circuitry function i 1
m

increased power
mmm eanlleh), etc. .

Logic Domain DSP Domain Processing Domain
Highest logic Highest DSP Connectivity Domain
Performance

Embedded Processors
High-speed Serial 1O

Complex new FPGA architectures include
Mm-ewu:mm.wmm
- programmable logic, and configuration latche:
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Potential SEU Sites in a SRAM-based FPGA m
Chip Area SEE Issue Possible SEU Mitigation
Config. Memory Single and multiple bit errors « Scrubbing
pt circuit op i * Partial
bus conflicts (current creep), etc...
Config. Controller Improper device configuration can - Partitioned design
occur if hit during - Multiple chip voting (Redundancy by using multiple devices)
configuration/reconfiguration
cLB Logic hits and propagated upsets - Triple modular redundancy (TMR)
caused by transients - Acceptable error rates
BRAM Memory upsets in user area - TMR
- Error Detection and Correction (EDAC)
Half-latches Sensitive structure used in - Removal of half-latches from design
: | configuration/routing
* Multiple chip voting (Redundancy by using multiple devices)

Fault Isolation —(3) i

s Macrobeam structure: implies probabilistic chance of hitting a
single node that may be sensitive
— If test is run for SEE, typical heavy ion test run is to 1x 107
particles/cm?.
{ ¢ Ex., SDRAM - 512 Mb (5x108 bits plus control areas)

~ [f all memory cells are the same, no issue. BUT if there are weak cells how do you
ensure identifying them?

- Control logic may be a very small area of the chip. If you fly 1000 devices, area is
no longer “small”

- Difficult to evaluate clock edge sensitivity of a node
Die access (required for most single event testing)
- Typical heavy ion single event macrobeam simulators have limited
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Fault Isolation —(4)

Typical Chip Cross Section

+ Standard microbeam and laser test
facilities have similar limitations for
range of particle

* On older technologies, these facilities
are used to determine what structure
within a device is causing fault/failure

1260 niig

Radiation Test Challenge — e s |
Geometry

* Issue: the scaling of feature size and closeness of cells

* Technology complications
— Multiple node hits with a single heavy ion track

* Because of the closeness of transistors and thinness of the
substrate material, a single particle strike can effect multiple
nodes potentially defeating hardening schemes.
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Geometry Implications (2)

« Multiple node hits (cont’d)
- Ex., memory array
+ Asingle p le strike can to muitiple

cells. If the cells icall 1] icall
et are logically as well as physically

—- Standard scrub such as
Code can be defeated

This is not new, exacerbated by scaling.
Traditional SEU considers particle strikes
Mmam :

5o

Geometry Implications (3)

+ High-aspect ratio electronics ..

— For “standard” devices, the e ikingrau
direction of the secondary
particles produced from a
proton (or neutron) are
considered omnidirectional

‘However, for chtronics where .
A, " i l l ntio (vew 0 20 w:’w—, n 100 120

this iS Effects of protons in SOl with varied
angular direction of the particle;

Device Cross Section (cm’)
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* Role for TID

« Secondaries from packaging material *
- Even on the ground, particle interaction

s Ultra-thin oxides provide two concerns

— Single particles rupturing the gate
s This is a function of the thinness and the
current across a gate oxide

— The impact of oxide defects

Geometry Implications (4)
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Radiation Test Challenge —
Speed Implications

+ Issue: the increasing device speeds (>> GHz)
impact testing, test capability requirements, and
complicate effects modeling.

MPU Clock Frequency Actual vs ITRS

Actual Scaling
Acceleration, Or
Equivalent Scaiing
innovation
Needed to
maintain historical
trend

MPU Clock Frequency
Histarical Trend

Gate Scaling,
Transistor Design
contributed
~17-19%/year

Architectural Design

innovation contributed

additional
~ 21-13%lyear
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Speed (2) =

* Technology Complications

— Propagation of single event transients (SETs)

* As opposed to a direct upset by a particle strike on a latch-structure, the particle
hit causes a transient (think hit on a combinatorial logic or such) that can
propagate to change the state of a memory structure down the chain.

~ The transient pulse width can be on the order of p ds to ds (or longer
depending on circuit response)
» Older, slower devices didn’t recognize the transient (l.e., minimum puise width
required for circuit response was greater than that generate by a single particle)
» Newer devices can now respond to these hits increasing circuit error rates
Transient size in analog devices has been seen to be a partial function of the range of

Jechnology
fvnnx
-
-

Critcal Transient Wicth (ps)

Feature Size (um)

Speed (3)

« Propagation of SETs (cont’d)

— Crossover appears in the ~400-500 MHz regime

= Charge generation can now last for multiple clock cycles

— Impact is to defeat hardening schemes that assume only a
single clock cycle is affected
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7HP SiGe HBT 127 Bit Register vs Data Rate

~#-LET = 275 MeV cm*2img

~#-LET = 106 MeV cm*2/mg

Speed (4)

Jazz 120 SiGe HBT 127 bit Register at 12.4 Gbps
Expected curve shape

1.0E-02

*Xe-120
|® Kr84
40
= .

L
A

Anomalous angular effects at low LET

Testing at a remote facility requires
highly portable test equipment
capable of high-speed
measurements

— Tester needs to be near the device
or utilize high-speed drivers

under test (DUT) and the tester can
- beup to 75 feet
S
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Speed (6) g

. : Brookhaven National Laboratories’
4 I:::'::;:genr:;:l?ec:um Single Event Upset Test Facility (SEUTF)
mechanical, power/thermal, e ;
and hardware mounting
constraints

— High-speed devices often
mean high power

@/ Specialty Packaging for Radiation Test W

- Thermal, Speed, Power
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High-Speed Optical Link

Sample Modeling Shortfalls

SiGe Hetrojunction Bipolar Transistor
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Radiation Status for Advanced W
Electronics
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@ Summary and Comments =

s We have presented a brief overview of
SOME of the radiation challenges facing
emerging scaled digital technologies

— Implications on using consumer grade
m‘a 8.9 “—;—— SOt M w ond 9 m“:“’:‘:""' e
— Implications for next generation =

@ The Top Five Research/Development W
Areas Required for Radiation Test and

Modeling — Author’s Opinions

» 5 Understanding extreme value statistics
as it applies to radiation particle impacts

. 4 System Risk Tools
Energy SEU Microbeam and TPA
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